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The Internet of ransomware things.

HUNGRY?
PAY UP AND
IL UNLOCK

MY MOTOR AND

ON STRIKE
UNTIL YOU

THE NEXT TIME
YOU LEAVE, ITLL
COST YOU 100
BUCKS TO GET
BACK INTO THE
HOUSE, UNLESS
YOU GIVE ME

ACCOUNT
OR I’LL ONLY

== =w
= YOUR DIRTY
DISHES CAN EACHoeLD
WAIT, I'M PARTICIPATE
HACKER $100 BUSY MINING |
OR I'LL REVERSE [il8 BITCOINS. \

BLOW DIRT ALL
OVER THIS
PLACE/

IF YOU DON'T
SEND US CASH,
YOUR REPUTATION
WILL BE IN THE
TRASH.

f .——"""'" =

YOUR CAR, BUT
ONLY TO TAKE
YOU TO YOUR

BANK TO MAKE

A TRANSFER. SEND ME $25 OR

I’LL TELL EVERYONE
ON YOUR SOCIAL
NETWORK THAT YOU
WERE STUPID ENOUGH
TO BUY AN INTERNET-
CONNECTED BROOM/

30 BUCKS IN
BITCOIN, OR NEXT
TIME I SMELL
SMOKE, I MIGHT
JUST LET YOU
SLEEP.

MY ALARM
SYSTEM IS
GOING TO GO
OFF RANDOMLY
THROUGHOUT
THE NIGHT,
UNLESS YOU

OFF THE
HEAT UNTIL
YOU WARM UP
MY BANK
ACCOUNT/
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\ Mirai & Mirai-like (2016-Now)
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ZigBee Chain Reaction (2017) [2]

Protocol Outline P GRrN e
, | JSdgr ilw ool
Scan Request(Transaction ID) proximity Test e ZigBee
Scan Response Ph|||pS (SL‘DWU
Controller Hue
Network Start (Transaction ID)—> Gy oo lS LJL“")I ®

Reset to Factory New (Transaction ID) (5)9'*59




\ ZigBee Chain Reaction (2017)
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\ ZigBee Chain Reaction (2017)
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\ Nooie Baby Monitor (2022) [3]
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Twitter/X:
Email;

moh53n_fa
mMoh53n@moh53n.ir
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